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Okta is an enterprise-grade, identity management service, used to provide Multi-Factor
Authentication (MFA), also known as Two-Factor Authentication (2FA), for state users and
provide a secure sign in process.

Below is the connection process for Global Protect (VPN) with the additional steps that are
associated with Okta.

Global Protect Login

1. Enter username and password to the Global Protect client, and the connection process
will start.

GlobalProtect GlobalProtect =
Sign In
Enter word: do not
enter domain,
Portal: drvpn.spf.mo.gov
eggere ‘
[Password | Connecting...
To continue, check your browser in
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Enter Username

2. Global Protect will connect to Okta and a browser window will open. Enteryour username
in the format of:
username@domain.state.mo.us
(Example: SmithJ@ads.state.mo.us or JonesM@bds.state.mo.us)

Connecting to % paloalto

SMEMPLOYEE LOGIN

Connecting...

Still Working..

Enter Password

3. Enter your computer password.
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Connecting to % paloalte

MEMPLOYEE LOGIN

Globakrotect
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Connecting..

Still Working...
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Complete MFA

4. Select that and sign in with your MFA option you have setup. (If you don't have MFA setup,
set it up before this step).

MEMPLOYVEE LOGIN

Verify it's you with a security method

(@) caleb.Plemmons@oamo.gov

Select from the following options

Get a push notification
Okta Verify

e Enter a code et
Okta Verify ==l
e Select

Back to sign in

VPN Connection

5. okta will process authentication and return approval to Global Protect.
Connecting status will change to Connected and the process is complete.
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State of Missouri VPN

This system is property of the State of Missouri and exists for the
purpose of conducting state business.

‘This system may contain government information, which is

restricted to authorized users ONLY. Unauthorized access, use,
misuse, or modification of this computer system or of the data
contained herein or in transit to/from this system, constitutes a
violation of Title 18, United States Code, Section 1030, and may
subject the individual to criminal and civil penalties pursuant to
Title 26, United States Code, Section 7213, 7213A (the Taxpayer
Browsing Protection Act) and Section 7431. This system and
equipment are subject to monitoring ta ensure proper
performance of applicable security features or procedures. Such
menitoring may result in the acquisition, recording and analysis
of all data being communicated, transmitted, processed or stored GlobalProtect
in this system by a user. If monitoring reveals possible evidence

" $
Sigpiog oo Fak Ao Nebads - Clobaleitact of criminal activity, such evidence may be provided to law 4
b enforcement personnel. B
- - ANYONE USING THIS SYSTEM EXPRESSLY CONSENTS TO SUCH
MONITORING.
Connected

Connecting...

Stll Working.
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